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DETAILED ACTION 

1 . The instant application having Application No. 10553984 filed on October 20, 
2005 is presented for examination by the examiner. 

Oath/Declaration 

2. The applicant's oath/declaration has been reviewed by the examiner and is found 
to conform to the requirements prescribed in 37 C.F.R. 1.63. 

Priority 

3. As required by M.P.E.P. 201 .14(c), acknowledgement is made of applicant's 
claim for priority based on applications filed on February 24, 2004 (JAPAN 2004- 
48457). 

Receipt is acknowledged of papers submitted under 35 U.S.C. 1 19(a)-(d), which 
papers have been placed of record in the file. 

Drawings 

4. The applicant's drawings submitted are acceptable for examination purposes. 

Specification 

5. The disclosure is objected to because of the following informalities: On page 6 of 
the written description the diffusion plate is referred to as reference number 25, 
but the drawings label the diffusion plate as reference number 26. Also, the 



Application/Control Number: 10/553,984 Page 3 

Art Unit: 4148 

shielding unit is referred to as reference number 26 in the written description, but 
labeled as reference number 25 in the drawings. 

Appropriate correction is required. 

6. The disclosure is objected to because of the following informalities: The term 
"humming distance" is used throughout the written description. The examiner 
believes that this is a common misspelling of "hamming distance." If this is not 
the case, the exact definition of the term "humming distance" should be defined 
in the specification. One example of "humming distance" can be found on page 
11 of the written description. 

Appropriate correction is required. 

Claim Rejections - 35 USC §112 

7. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out 
and distinctly claiming the subject matter which the applicant regards as his 
invention. 

8. Claims 2-4, and 7-9 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

9. As per claim 2, 3, and 8 the limitation of creating a "combination of correlation 
values between the signal and the evaluation patterns" renders this claim as vague and 
indefinite. It is unclear as to what the "evaluation patterns" are. Furthermore, it is also 
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unclear as to what a "combination of correlation values between the signal and the 
evaluation patterns" means. 

1 0. As per claim 7 the limitation of creating a "combination of correlation values 
between the signal and a plurality of different evaluation patterns" renders this claim as 
vague and indefinite. It is unclear as to what the "evaluation patterns" are. Furthermore, 
it is also unclear as to what a "combination of correlation values between the signal and 
a plurality of different evaluation patterns" means. 

1 1 . Claim 4 recites the limitation "the uniform imaging target" in line 6. There is 
insufficient antecedent basis for this limitation in the claim. It is not clear to the examiner 
whether the applicant refers to the "prescribed imaging target" or some other imaging 
target. It appears to the examiner that applicant is referring to "the prescribed imaging 
target." 

12. Claim 9 recites the limitation "the solid imaging element" in lines 3-4. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 102 

1 3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a 
foreign country or in public use or on sale in this country, more than one year 
prior to the date of application for patent in the United States. 
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14. Claims 1, 4, 6, and 9 are rejected under 35 U.S.C. 102(b) as being anticipated 
by Bjorn (US Patent No. 6035398), published March 7, 2000. 

As per claim 1, Bjorn discloses an encryption device for encrypting information 
on a confidential target, comprising: creation means for creating a unique parameter 
[key] of an element group based on a signal output [biometric data] from the element 
group internally having a plurality of elements as a unit (figures 3-9 and col. 1 lines 40- 
42 and col. 2 lines 4-22 and col. 6 lines 4-30, Bjorn teaches using biometric data to 
generate a cryptographic key. In figure 9 and its description in col. 6 lines 4-30, Bjorn 
teaches that the element group (fingerprint) has a plurality of elements.); and encryption 
means for encrypting [using] the information by using the unique parameter [key] 
created by the creation means (col. 4 lines 38-46, Bjorn teaches using the cryptographic 
key to encrypt a document). 

As per claim 4, Bjorn discloses the encryption device according to claim 1 [See 
rejection to claim 1 above], comprising solid imaging element [feature extraction unit] for 
imaging a prescribed imaging target [fingerprint] (col. 3 lines 25-35, Bjorn teaches 
extracting and saving a user's fingerprint), wherein the creation means creates the 
unique parameter [key] of the solid imaging element based on a signal output from the 
solid imaging element as a result of imaging the uniform imaging target [fingerprint] (col. 
4 lines 5-37, Bjorn teaches extracting one or more features from a fingerprint and 
creating a template which is then used to create a cryptographic key). 

As per claim 6, Bjorn discloses an encryption method for encrypting information 
on a confidential target, comprising: a first step of creating a unique parameter [key] of 
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an element group based on a signal output [biometric data / fingerprint] from the 
element group internally having a plurality of elements as a unit (figure 9 and col. 6 lines 
4-30, Bjorn discloses that a fingerprint is comprised of a plurality of elements); and a 
second step of encrypting the information by using the unique parameter [key] created 
(figures 3-9 and col. 1 lines 40-42 and col. 2 lines 4-22 and col. 4 lines 38-46, Bjorn 
teaches extracting a fingerprint by using a sensor and then generating a cryptographic 
key from the fingerprint data. In col. 4 lines 38-46, Bjorn also teaches using the key to 
encrypt or sign documents). 

As per claim 9, Bjorn discloses the encryption method according to claim 6 [See 
rejection to claim 6 above], wherein the first step creates the unique parameter [key] of 
the solid imaging element [feature extraction unit] based on a signal output [biometric 
data / fingerprint] from the solid imaging element as a result of imaging a uniform 
imaging target [finger] (col. 4 lines 5-37, Bjorn teaches extracting one or more features 
from a fingerprint and creating a template which is then used to create a cryptographic 
key). 



Claim Rejections - 35 USC § 103 

1 5. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious 
at the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in which the invention 
was made. 
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16. Claims 2 and 7 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Bjorn in view of Shinzaki (US 2003/000531 0 A1 ), published January 2, 2003. 

As per claim 2, Bjorn discloses the encryption device according to claim 1 [See 
rejection to claim 1 above]. Bjorn teaches using biometric data (fingerprint) to generate 
a cryptographic key. However, Bjorn does not teach storing evaluation patterns or using 
correlations to generate the cryptographic key. 

Shinzaki discloses the creation means comprising storage means for storing a 
plurality of different evaluation patterns [valid biometric data], and creates a combination 
of correlation values between the signal and the evaluation patterns being stored in the 
storage means, as the unique parameter (paragraph 69, Shinzaki teaches using a 
correlation between "valid biometric data" and "to-be-verified biometric data" to 
determine if a user is authorized). Shinzaki also teaches storing a key (paragraph 10, 
Shinzaki discloses storing a key in a storage medium so that the user does not have to 
remember the key). 

Bjorn and Shinzaki are analogous art because they are from the same field of 
endeavor of using biometric data. 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the encryption system which generates a key by using a user 
fingerprint as described by Bjorn and adding the feature of generating the key by using 
a correlation between the user fingerprint / biometric data as taught by Shinzaki 
because it would allow for more secure key generation as well as user authentication. 
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As per claim 7, Bjorn discloses the encryption method according to claim 6 [See 
rejection to claim 6 above]. Bjorn teaches using biometric data (fingerprint) to generate 
a cryptographic key. 

However, Bjorn does not disclose using correlations to generate a key. 

Shinzaki discloses creating correlation values between the signal and a plurality 
of different evaluation patterns [valid biometric data], as the unique parameter [key] 
(paragraph 69, Shinzaki discloses a using a correlation between "valid biometric data" 
and "to-be-verified biometric data" to determine if a user is authorized). 

Bjorn and Shinzaki are analogous art because they are from the same field of 
endeavor of key generation. 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the encryption system which generates a key by using a user's 
biometric data (fingerprint) as taught by Bjorn by adding the feature of using correlation 
values as taught by Shinzaki because it would increase the security of the keys that 
were generated. By doing this it will be extremely difficult for someone to illegally obtain 
the key. 

1 7. Claims 3 and 8 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
Bjorn in view of Shinzaki and Lee et al (US 2002/0087325 A1 ) hereinafter referred to as 
Lee, published July 4, 2002. 

As per claim 3, Bjorn in view of Shinzaki discloses the encryption device 
according to claim 2 [See rejection to claim 2 above], comprising communication means 
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for communicating with a prescribed communication party [certification authority] (col. 8 
lines 30-40, Bjorn teaches communicating with a certification authority in order to 
transfer a fingerprint template to determine if a user is authorized or not.) 

However, Bjorn in view of Shinzaki does not teach letting the communication 
party request what evaluation patterns to perform the correlation between. 

Lee discloses the creation means selecting evaluation patterns [authentication 
types] requested by the communication party [user], from the evaluation patterns being 
stored in the storage means (paragraph 154, Lee teaches allowing the user to 
authenticate themselves by using a variety of different ways such as voice signature or 
ID and PIN. By doing this the user can choose what type of authentication type they 
want to use to verify that they are a valid user). 

Bjorn in view of Shinzaki and Lee are analogous art because they are from the 
same field of endeavor of using biometric data to perform user authentication. 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the encryption system which generates a key using a user 
fingerprint, allows for communicating with a communication party along with correlations 
for user authentication as described by Bjorn in view of Shinzaki and adding the feature 
of allowing the user to choose the authentication means as taught by Lee because it 
would allow for greater flexibility in the way that the users can authenticate themselves. 

As per claim 8, Bjorn in view of Shinzaki discloses the encryption method 
according to claim 7 [See rejection to claim 7 above]. Bjorn in view of Shinzaki teaches 
key generation by using a user's biometric data and user authentication by using a 
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correlation between the user's biometric data and a set of valid biometric data. Bjorn in 
view of Shinzaki also teaches communication with another communication party. 

However, Bjorn in view of Shinzaki does not disclose allowing the communication 
party to request a set of parameters on which the correlation will be performed. 

Lee discloses selecting evaluation patterns [authentication types] meeting to a 
request made from a prescribed communication party [user] (paragraph 154, Lee 
teaches allowing the user to authenticate themselves by using a variety of different 
ways such as voice signature or ID and PIN. By doing this the user can choose what 
type of authentication type they want to use to verify that they are a valid user.) 

Bjorn, Lee and Shinzaki are analogous art because they are from the same field 
of endeavor of using biometric data to perform user authentication. 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the invention of generating a key based upon a user's fingerprint, 
allowing communication and performing correlations to authenticate a user as taught by 
Bjorn in view of Shinzaki by adding the feature of allowing the user/communication party 
to choose the authentication method because it would increase the security of the keys 
that were generated and also increase the flexibility of the system by giving the user 
more authentication choices. 

18. Claims 5 and 10 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Bjorn in view of Buttiker (US 2002/0176583 A1), published November 28, 2002. 
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As per claim 5, Bjorn discloses the encryption device according to claim 1 [See 
rejection to claim 1 above], comprising a solid imaging element [feature extraction unit] 
for imaging a prescribed imaging target [fingerprint] (col. 3 lines 25-35, Bjorn teaches 
extracting and saving a user's fingerprint), wherein: the creation means comprises: 
parameter creation means for creating the unique parameter [key] of the solid imaging 
element based on a signal output from the solid imaging element as a result of imaging, 
the uniform imaging target [fingerprint] (col. 4 lines 5-37, Bjorn teaches extracting one or 
more features from a fingerprint and creating a template which is later used to create 
the cryptographic key); and body information creation means for creating body 
information unique to a body [fingerprint] based on a signal output from the solid 
imaging element [feature extraction unit] as a result of imaging a surface of the body 
[fingerprint] or an inside of the body (col. 3 lines 25-35 and col. 4 lines 5-37, Bjorn 
teaches collecting information about a person (fingerprint) from a feature extraction unit. 
The fingerprint is a result of scanning/imaging a person's finger). However, Bjorn does 
not teach encrypting the user's body information. 

Buttiker teaches the encryption means to encrypt the body information [biometric 
data] created by the body information creation means [biometric input device] by using 
the unique parameter [private key] created by the parameter creation means (paragraph 
32, Buttiker discloses using a private key to encrypt a user's biometric data). 

Bjorn and Buttiker are analogous art because they are from the same field of 
endeavor of using biometric data and cryptographic keys. 
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It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the fingerprint scanning system as taught by Bjorn and adding the 
feature of encrypting the biometric data (fingerprint) as taught by Buttiker because it 
would allow for more secure transfer of a user's biometric data that may be used 
illegally if received by some third party. 

As per claim 10, Bjorn discloses the encryption method according to claim 6 
[See rejection to claim 6 above], wherein: the first step comprises: a parameter creation 
step of creating the unique parameter [key] of a solid imaging element based on a 
signal output from the solid imaging element [feature extraction unit] as a result of 
imaging a uniform imaging target [fingerprint] (col. 4 lines 5-37, Bjorn teaches extracting 
one or more features from a fingerprint and creating a template which is then used to 
create a cryptographic key); and a body information creation step of creating body 
information unique to the body [fingerprint] based on a signal output from the solid 
imaging element [feature extraction unit] as a result of imaging a surface of the body 
[fingerprint] or an inside of the body (col. 3 lines 25-35 and col. 4 lines 5-37, Bjorn 
teaches collecting information about a person (fingerprint) from a feature extraction unit. 
The fingerprint is a result of scanning/imaging a person's finger). However, Bjorn does 
not teach encrypting the user's body information. 

Buttiker teaches encrypting the body information [biometric data] by using the 
unique parameter [private key] (paragraph 32, Buttiker discloses using a private key to 
encrypt a user's biometric data). 
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Bjorn and Buttiker are analogous art because they are from the same field of 
endeavor of using biometric data and cryptographic keys. 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the fingerprint scanning system as taught by Bjorn and adding the 
feature of encrypting the biometric data (fingerprint) as taught by Buttiker because it 
would allow for more secure transfer of a user's biometric data that may be used 
illegally if received by some third party. 

Conclusion 

1 9. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to JOHN B. KING whose telephone number is (571)270- 
7310. The examiner can normally be reached on Mon. - Thur. 7:30 AM - 5:00 PM est.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Thomas Pham can be reached on (571)272-3689. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/THOMAS K PHAIW 

Supervisory Patent Examiner, Art Unit 4148 
JBK 



